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1 Document introduction

1.1 Introduction

This technical note describes the tools and process for updating the software of the
DK-STM when installed in a vehicle and with VE®6 in the subrack.

The person performing the update must be instructed in the use of tools, software
and the process used for updating the software of the DK-STM.

1.2 Change Log

Changed

Version |Date Author SEETOE

Reason for change

01.00 [2022-01-31 |FAL

New document

1.3 References

Document incl. Titel, Unique Id and Version Ref. Reference ID
DK-STM Dokumenteret Slutafprgvning 11/ ANG656.00 Q4446 01.14
Programmeringsvejledning, STM-DK Subrack 12/ G81002-E3135-F850-A
(Siemens Document)
1.4 Abbreviations

Term Explanation

DK-STM STM dedicated for Danish Infrastructure

DA Data Available (STM is in monitoring mode)

Service laptop | Laptop with DK-STM software package.
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2 Process for software update

The diagram shows the software update process to follow when updating the

software of the DK-STM when installed in a vehicle.

Chapter 3 and describes the process in detail.

Software update

3.1
Prerequisites

v

3.2

Connect STM-DK subrack
to laptop via patch cable

3.3

o | Configure IPv4 settings

for network adaptor

3.4
| Start DHCP server and

verify connection

4.1

Verify bootload SW -
on VE6

/

4.2
Break software seal

v

43
Upload software to
DK-STM Subrack

Y

4.4
Seal software

v

4.5
Update label(s)

v

4.6
Documentation for

sw update and
sealing.

4.7
Dokumenteret

slutafpr@vning according

to AN 656.00 Q 4446

Figure 1 - SW update process diagram

SW update process
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3 Software update setup

In this chapter each process will be explained in detail in order to describe and
clarify what to do for each step in the SW update process as defined in chapter 4.

The tools and software are described in chapter 7.

3.1 Prerequisites

e The service laptop holds the SW-release package for SW already installed
on the DK-STM and the new SW to be installed. The library with the software
package could be named DK-STM_SW_xx.xx.xx or something similar.

o  XX.XX.XX corresponds to a SW release which could be 03.01.00.
o The library contains several folders and files which are used for the

update process

o The directory path for the SW-library shall not contain space or
special letters in the directory path.

o VEG6_SW contains the SW file (.lad) and the file for sealing (.sig)

o See Figure 2 for SW directory example.

| M = | DK.STM_SW_03_01_00_00
Fil Hjem Del Vis
T™ > DK STM_SWO... v D
~
~ Navn
*
I VE6_SW

=| _info_content.txt

[%] 00_checkseal.bat

[%] 01_unseal _VE6.bat

g [%] 02 load VE6_SW lad.bat

[%] 03_seal VE6.bat
[%] 05_CheckVE6BootBlock bat
[# babbl.exe
%] borgdeco.dll
| | deco.cnf
%] decoctrl.dll

f& %] exodus.dll

a o | exodus.ini
%] tvintern.dll
@ VE6-SW_Laden_allg.docx
gj XportDHCPServer.exe
| XportDHCPServer.ini

v

17 elementer

Figure 2 - SW directory example

S@g i DK_STM_SW_03_01_

Andringsdato

25-01-2022 14:39

17-02-2021 14:03
10-02-2016 11:19
21-12-2021 11:45
21-12-2021 11:47

14-02-2019 1

23-02-2021 15:10

0-06-2015 16:0

Type

Filmappe
Tekstdokument
Windows-batchfil
Windows-batchfil
Windows-batchfil
Windows-batchfil
Windows-batchfil
Program
Programudvidelse
CNF-fil
Programudvidelse

Programudvidelse

Konfigurationsindstill...

Programudvidelse

Microsoft Word-dok...

Program

Konfigurationsindstill...

Starrelse

1KB
1KB
1KB

2 KB
1KB
5KB
99 KB
167 KB
188 KB
A4 KB
223 KB
3 KB
81 KB
221 KB
60 KB
1 KB

Version

01.00 31.01.2022

Language

EN
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3.2 Connect DK-STM subrack to laptop via patch cable

The DK-STM Subrack VEG6 board is connected to service laptop, with DK-STM
software, using a standard patch cable.

NB: The laptop shall be CE-marked and the laptop and connection to DK-STM
subrack shall be protected against unauthorized access.

3.3 Configure IPv4 settings for network adaptor

The IPv4 settings on the network adaptor on the service laptop shall be configured
to use a specific IP address. See Table 1 for settings and Figure 3 for example.

If the setting is incorrect it is not possible to connect to the VE6 board in the DK-
STM subrack.

IP-adresse 192.168.1.14

Subnetmask 255.255.255.0

Gateway 192.168.1.1

Table 1 IPv4 settings

Egenskaber for TCP/IPw4 (Internet Protocel Version 4) ? B

Generelt

Du kan f3 IP-indstilinger tildelt automatisk, hvis dit netvaerk
understgtter denne fadilitet. Ellers skal du kontakte din
netvaerksadministrator for at f3 de korrekte IP-indstilinger,

*) Hent automatisk en IP-adresse

@ Brug felgende IP-adresse:

IP-adresse: 192,168 . 1 . 14
Undernetmaske: 255,255,255, 0
Standardgateway: 192,168, 1 . 1

Hent automatisk en DNS-serveradresse
@ Brug felgende DNS-serveradresser:

Foretrukken DMNS-server:

Alternativ DMS-server:

[ valider indstilinger ved afslutring PR

I OK Il Annuller J

Figure 3 IPv4 settings example
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3.4 Start DHCP server and verify connection

¢ In the directory with software start ExportDHCPServer.
o See Figure 2 for SW directory example.

e When the DCHP server is started it can be found in the task manager
o See Figure 4.

¢ Click on the DHCP server icon. Afterwards the DHCP server program will
open.

o See Figure 5.

¢ When the connection for the VEB6 is established the following shall be shown
in the DHCP server program:

o Server offers IP address: 192.168.1.150-200. (See Figure 4 for
example)

o If the connection was unsuccessful it shall be checked if the firewall
blocks the connection.

o If the firewall is not the problem, then try to restart the DK-STM
Subrack via the ON/OFF switch on the SV5.

o If the connection problem persists, it shall be verified that the IPv4
settings are correct.

e The DCHP-connection shall be active at any time when performing the
software update process or else it is not possible to finish the software
update.

o The DHCP server can be stopped from the task manager.

- B Dansk (Danmark)

DA PN % @ '3 %

1034 |

13-01-2022

Figure 4 DHCP icon in task manager

¥portDHCPServel =]

Configuration Commands

My Address: ~ [192.168.1.14 @
First Address: |192.168.1.150 Clear Msg

Last Address:  |192,168.1.200 Edit Config

Messages
Server offers IP address: 192.168.1.152

———— — _

Figure 5 DHCP server program
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3.4.1 Firewall deactivation

It is possible that the Windows firewall will open a pop-up window with a warning
when blocking the DHCP server. Firewall access can be granted for the program in
this pop-up. The access shall be allowed for private and public and networks.

It can be beneficial to setup the firewall settings prior to the use of DHCP server

program.
© Copyright Language Version Drawing number. Page/ of pages
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4 Software update procedure

This section describes the software update procedure for VE6

4.1 Verify bootload SW (Firmware) on VE6

In the SW directory 05_CheckVE6BootBlock shall be started
o See Figure 2 for SW directory example.

After startup a command prompt window will open and the instructions shall
be followed.
o Press a key when (tryk pa en vilkarlig tast) whenever prompted for it.
o Verify that no errors happened during the procedure.
o See Figure 6 and Figure 7 for examples.

Verify that the BAB signature for channel 11 and 12 is correct according to
Table 3.

o See Figure 8 for example.

o If the BAB signature is not correct according to Table 3 then the SW
update process shall be aborted.

o If something when wrong ty again and check the settings.

BN C\Windowsisystem32\emd.exe

"G \ll“e)F\Selulnepn\Deﬂktnp\STH DK_sof tware~DK_STM_SW_B3_01_08_HA~B5_CheckUE6Boo |8
tBlock.bat

Uersion 2.8.8 <c) by Siemens Mobhility GmbH

check the *boothlock.UE6_600MHz’ signatures of the UE6 unit.
Tryk pd en vilk8rlig tast for at forts®tte . .

Figure 6 05_CheckVE6BootBlock started

"'C:N\User: “\SE!UICEDC\DE“ktDp\ST" DK_sof tware DK_STM_SV_B3_#1_8A_#A0\B5_CheckUE6Boo|8
tBlock.bat"

Uersion 2.8.8 <(c)> by Siemens Mohility GmbH

jcheck the 'hootblock.UE6_6BBMH=z’ signatures of the UE6 unit.
Tryvk pd en vilkdrlig tast for at fortsatte .

jstarting Babhl, this will take about 15 secands . -

Wenter p& @ sekunder. Tryk pd en tast for at Forts=tte ...

Uenter p& 19 sekunder. Tryk pd en tast for at fortsatte ...

Figure 7 05_CheckVE6BootBlock press any key
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"C:\lUsersiServicepci\Desktop S8TH-DK_sof tware\DK_STH_SW_G3_#1_BA_AA\65_CheckUE6Boo |
tBlock.hat

Uersion 2.0.8 <c> by Siemens Mohility GmbH
icheck the ’'boothlock.VUE6_6BBMHz’ signatures of the UEG unit.
ryk pd en vilkdrlig tast for at fortsatte . . .
[starting Babbl, this will take ahout 15 seconds...
Uenter pd @ sekunder. Tryk pd en tast for at fortsatte ...
~ p& @ sekunder. Tryk pd en tast for at fortsztte ...

*hoothlock.UE6_68GMHz" U: #4.17 ig: 889haf?5314025Ae3d3f439086d42d50
'hootblock.UE6_6BAMH=' U: #4.17 H

‘hoothlock.VE6_6BBMHz' U: #4.17 : B89baB95314A258e343F 437006442458

bexe QR 2

Tryk pd en vilkdrlig tast for at fortsette . . .

Figure 8 05_CheckVE6BootBlock BAB sighature

4.2 Break software seal

e Determine the installed SW version on VE6
o Can be determined in DMI.
o Can be found on label on front of VEB6.

e Localize the SW directory for existing SW installed on STM-DK Subrack i.e
C:/.../.DK_STM_SW_03.01.00

o See Figure 2 for SW directory.
o The seal can only be broken with same SW package as installed on
the VEB.
e | SW directory (see Figure 2) start 01_unseal_VEG6
o When any key is pressed the seal will be broken.
o Se Figure 9 for example.

4 B C\Windows\system32\cmd.exe

[Remouing seal
Tryk pd en vilkdrlig tast for at fortsatte . . .

Figure 9 01_unseal_VES6 startup
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4.3 Upload software to the DK-STM Subrack

For the SW release to be installed (e.g. 03.01.00) localize the directory
containing the software package

o See Figure 2 for SW directory
In the SW directory (see Figure 2) start 02_load_VE6_SW _lad

o When any key is pressed the upload will start
o See Figure 10 for example.
After SW upload is shall be verified that the SW is uploaded to both channel
11 and 12 and that the MD4-Checksum is correct.

o See Figure 11 for example

o See section 5 and Table 2 for SW and MD4-checksum
It shall be verified that the MD4-checksum | protocol file is the same as in
Table 2.

o The MD4-file is automatically saved in
C:/...../.DK_STM_SW_RO03.00.XX/VEG6_SW. The file can be opened
with notepad. The file is saved with date and time stamp and is
named with following syntax Signatur_ DD-MM-YYYY--_TT-MM.

o Se Figure 12 for file examples.

Load ASW: CG::\Users:ServicepcsDesktop\STH-DK_software~DK_STM_SW_B3_H1_ 88_H0A\UEL_S|N
Wstm_zubl23_16MB.lad on target VEG
Tryk pd en vilkdrlig tast for at fortsatte . . .

Figure 10 02_load_VE6_SW _lad startup
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Load ASY: C:xUsers:Servicepcr:Desktop STM-DK_sof tware~DK_STHM_SVW_03_@1_@0_a68-UE6_S|R
Wstm_zubl23_16MB.lad on target UEG
Tryk pd en vilkdrlig tast for at fortsstte .
[Babbl,. Version 2.7.5.8 from Oct 16 2814, <c> hy Michael Bartelo 2314

Uersion 3. B from Aug 3 26817, <c> by Siemens AG 28

92.168.1.152 Channel#d connected via UDP
.3.8> IP=192.168.1.152 Channel#B connected via UD
11 :target= Flagh id:@1287E89 (by CFI>», asynchron:f. Bgld:34, 9 HB RAM. 16-128 MB
ROM,. 6HBMHz; UE6_6AAMH=, U4.17.2.8
12 :target=Flazh id:@81287E8? (hy CFI>. asynchron:B, Bgld:34. 9 MB RAM. 16128 MB
ROM. 6BBMHz; UE6_6BAMH=, U4.17.2.8
1112111211121112711211121112111211121112111211121112111211121112111211121111 :MD4
.Ini=B8 B BB B9 B0 B0 B0 B0 B0 OO B0 PO BB B8 B8 60
1212:MD4.Ini=AR BA AR BA A A BB B BA B0 0P BB AR AR AA A8
1112111211 :MD4.act=F? 1C CE 4f A6 B6 A? C7 A2 14 E1 22 %6 12 89
:MD4.act=F? 1C CE 4a A6 B6 A? C7 A2 14 E1 22 96 12 89 C1
11 :MD4: Calculation and testsuite at channel 11 passed through successful
12:MD4: Calculation and testsuite at channel 12 passed through successful
zuccessfully loaded on channel 11
euccessfully loaded on channel 12
please check the md4 checksum in G:sUserssServicepcsDesktopSTH-DE_sof tware~DK

STH _SW_83_81_88_AR~VE6_SWsSignatur_13-81-2822—_18-44.md4

m

Tryk pd en vilkdrlig tast for at fortsmtte . . .

Figure 11 02_load_VE6_SW_lad SW upload and MD4 checksum

. (=] @ [t
- -
g ) v‘ » STM-DK_: suftwara » DK_STM_SW_03_01_00_00 » VEG_SW v [+ | Sag { VEG_ SV pel
Organiser Medtag i bibliotek v Del med v Braend Ny mappe =+ [l @
T Favoritter Navn . £ndringsdate Type Sterrelse
& Overfarsler || checksealstate 13-01-2022-- 10-21 Tekstdokument 1KB
| Seneste cteder || checksealstate_13-01-2022--_10-22 Tekstdokument 1KB
Bl Skrivebord __ checksealstate 13-01-2022--_10-42 Tekstdokument 1KB
checksealstate_13-01-2022--_10-46 Tekstdokument 1KB
4 Biblioteker || readme Tekstdokument 1KB
=] Billeder || siegel.sgl SGL-fil 1KB
& Dokumenter 7] Signatur_13-01-2022-- 10-17 MD4-fil 1KB
@' Musik 7] Signatur_13-01-2022--_10-44 MD4-fil 1KB
B Videoer | stm_zub123 16MB.lacl LAD-fil 16.384 KB

|| stm_zub123_16MB.sig SIG-il 1KB

8 Computer

&, Lokal disk (C:)

€l Netvaerk

10 elementer

Figure 12 MD4-file and checksealstate files
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4.4 Seal software

e Inthe SW directory (see Figure 2) start 03_seal VE6
o When any key is pressed the sealing process will start
o Se Figure 13 for example.
o Verify that both channel 11 and 12 is sealed.
o It can be verified in New sealstate command prompt. See Figure 13
for example
¢ Vi protocol file it shall be verified that the DK-STM software is sealed
o Afile is automatically saved in
C:/...../.DK_STM_SW_RO03.00.XX/VE6_SW. The file can be opened
with notepad. The file is saved with date and time stamp and is
named with following syntax Signatur_DD-MM-YYYY--_TT-MM.
Se Figure 12 for file examples.
Sealsstate shall be verified for both channel 11 and 12 in the protocol
file.
o See Figure 14 for end of process and for creation of protocol file.

IC = \Ugers\SePu1cepc\Degktop\STH—DK software~DK_STM_SW_@A3_@A1_0A_BA> ;1Becho off
' “sPecho’ blev ikke genkendt som en intern eller ekstern kommando .
et program eller en hatchfil.

G Users~BervicepcrDesktop~ETH-DK_software~DK_STM_SV_B3_081_6O8_AB>REM 18.82.2821:
ralf.landrockBsiemens.com

G \Users~ServicepcrDesktop ETH-DK_software~DK_STM_SW_B83_8i1_@A8_8B8>FOR ~F "tokens=|
1,.2.3 delims=/. " %a in (‘date/T’')> do set CDATE=:xa—xbh-xc

C:“\Users~Servicepc Desktop STH-DK_software~DK_STHM_SVW_B3_81_GA8_08>set CDATE=13-81

m

C:s\Users~Bervicepc Desktop ETH-DK_software~DK_STM_SVW_B83_8i_6A8_8B8>FOR ~F "tokens=|
1.2 delims=: " xa in {'time,T’> do set CTIME=xa—xh

C:s\Users~Servicepc Desktop STH-DK_software~DK_STM_SVW_B3_81_GA8_08>zet CTIME=18-46

C:sUserssBervicepcsDesktop 8TH-DK_software~DK_STM_SVW_B83_81_6A8_0B8>REM immer den g
anzen Pfad Hhbergehen

C:s\Users~BervicepcsDesktop~ETH-DK_software~DK_STM_SVW_B3_81_6A8_@B>zet SEAL_FILE=C|
sUserssBervicepcsDesktop ETH-DK_software~DK_STHM_SW_BA3_081_68_88~UE6_SWSiegel.=zqg]
1

C:s\Users~Bervicepc Desktop ETH-DK_software~DK_STM_SU_BA3_A1_68_@AB>set CHK_SEAL_FI
LE=C:“Uzsers Servicepc Desktop"STH-DK_sof tvare~DK_STH_SUW_A3_0&1_688_BB~UVE6_SlWcheck]
sealstate_13-81-2822——_18-46.txt

C:s\Users~BervicepcrDesktop 8TH-DK_software~DK_STM_SU_B83_81_A8_@B>echo Sealing UE
6 using SEAL from C:\UserssServicepciDesktop STM-DE_software~DK_STH_SW_83_&1_0a89
_AA~VE6_SW~Siegel.sgl

Sealing UE6G using SEAL from C:vUsers:ServicepcwDesktopSTH-DK_software~DK_STHM_S
W_A3_A1_@AR_MABA~UVE6_SW\Siegel.sgl

C: \Users~Bervicepc Desktop ETH-DK_software~DK_STM_SU_B83_81_60_@AB>if not exist C:
NUserssServicepcsDesktopsSTH-DK_sof tware~DK_STHM_SW_B3_01_0A6_BAA~VE6_SWSiegel.sgl
goto ERROR

C:sUsers~BervicepcrDesktop S8TH-DK_software~DK_STHM_SV_A3_081_A0_AB8>babbhl 11 12
/seil Ci\Users\Seruicepc\Desktop\STH—DK_softuaPe\DK_STH_SH_B3_31_BB_BB\UE6_SH\Si
egel.sg

Babbl. Uersion 2.7.5.8 from Oct 16 2814, (c> by Michael Bartel* 2314

Exodus, Uersion 3.3.4.8 from Aug 3 2817, (c> by Siemenz AG 28

11 :UPORT<U1.3.8> 192.168.1.152 Channel#ll connected via UDP

12:UPORT<V1.3.8> IP=192.168.1.152 Channel#B connected via UDP

Please reset target at channel 11%t

please start target at channel 11t
Sealing at channel 11 ...
11:New Sealstate: sealed

Please reset target at channel 12%t

please start target at channel 12%t
Sealing at channel 12 ...
12:New Sealstate: sealed

C:s\Users Servicepc Desktop STH-DK_software~DK_STHM_SU_B3_8i_GA6_88>PAUSE
Tryk pd en vilkdrlig tast for at fortsmtte . . .

Figure 13 03_seal_VESG startup
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BN C:\Windows\system32\cmd.ex

C:\UsersServicepc™Desktop STM-DK_sof tvaresDK_STM_SW_A3_@Ai_@AA_AA> ;qPecho off
' “q1Pecho’ hlev ikke genkendt som en intern eller ekstern kommando.
et program eller en hatchfil.

C=“\Users~Servicepc Desktop"STH-DK_softvware~DK_STHM_SW_B83_81i_@80_00>REM 18.02.2021:
ralf.landrock@ziemens .com

C=“\Users Servicepc Desktop"STH-DK_software~DK_STHM_SUW_B3_81_@8_AA>FOR -F "tokens=
1.2.3 delims=~. " xa in ¢('date-T’'> do set CDATE=:xa-xh—xc

CEEUSEI‘S\SEI‘U icepchDesktop STH-DE_sof tware~DK_STHM_SUW_B3_0A1_@A0_AA>set CDATE=13-81

C=s\lUserssServicepci\Desktop STH-DE_sof tvare~DK_STH_SUW_B3_81i_@A6_AA>FOR ~F "tokens=
1.2 delimz=: " *a in ("timesT'> do set CTIME=:a—:hb

C=N\lUserssServicepciDesktop STH-DE_sof tvare~DK_STH_SUW_B3_81_@0_A0>set CTIME=18-46

C=s\UserssServicepciDesktop STH-DE_sof tware~DK_STH_SYW_B3_81_©68_A0>REM immer den g
anzen Pfad Hhergehben

C=“\Users~Servicepc \Desktop STH-DK_software~DK_STHM_SW_B3_81_#8_0A0>set SEAL_FILE=C
::l\Uset-s\Set-u icepcDesktop \STM-DE_sof tware~DK_STM_SU_8A3_8A1_68_#0~UE6_SWSiegel.zq]

C=s\lserssServicepci\Desktop STH-DE_sof tvare~DK_STH_SUW_B3_81i_@A60_AA>set CHK_SEAL_FI
LE=C:“Users~Servicepc Desktop"STM-DK_sof tvare \DK_STM_SU_83_81_00_B8“UVE6_SHWscheck
cealstate_13-01-2022—_18-46 _txt

C=\Users~ServicepcsDesktop STH-DK_software~DK_STM_SW_B3_B1_@8_PAA>echo Sealing UVE
b using SEAL from C:nUserssServicepciDesktop STH-DK_sof tware~DK_STM_SUW_@A3_@A1_0A0H
_Ba“UE6_SWnSiegel.sgl

Sealing UE6 using SEAL from C::\UserssServicepc DesktopSTM-DK_software~DK_STHM_S
\l_A3_01_68_@A“UE6_SW~Siegel.sgl

C=\lUserssServicepcsDesktop"STH-DE_sof tvare~DK_STHM_SUW_B3_0A1_@AA_AA>if not exist C:
“UserssBervicepchDesktopnSTH-DE_sof tuwaresDK_STM_SW_@A3_61_060_BAUVE6_SWMSiegel.sgl
goto ERROR

C=“\UserssServicepc Desktop STM-DK_sof tware \DK_STM_S4W_83_81_8A_AA>babbl -11 712
/se.}l Ci\Users\Seru icepcsDesktop~STH-DK_software~DK_STHM_SVW_83_61_6@_8A~UE6_SWU-S1|
egel._sg

Babhl. Uersion 2.7.5.8 from Oct 16 2814, <c?> by Michael Bartels 2014

Exodus, Uersion 3.3.4.8 from Aug 3 208017, <c>» by Siemens AG 2817
11 :UPORT<U1.3.8> IP=192.168.1.152 Channel#l connected wvia UDP
12 :UPORTCU1.2.8> IP=192.168.1.15%2 Channel#B connected via UDP

Please reset target at channel 11*%*?

please start target at channel 11%%
Sealing at channel 11 ...
11 :Mew Sealstate: sealed

Please reset target at channel 12%%

please start target at channel 12%%
Sealing at channel 12 ...
12:Mew Sealztate: sealed

C:N\lUserssServicepcsDesktop STH-DE_sof tware~DK_STH_SYW_B3_8i_#6_A6>PAUSE
Tryk pd en vilk3rlig tast for at fortsatte . . .

C=\lUserssServicepciDesktop STH-DE_sof twvare~DK_STH_SUW_B3_81i_@A6_AA>habhbhl ~11 ~12 /|
checkseal 1>C:sUserssServicepc™Desktop STH-DK_software DK_STM_SU_83_01_08_B0H\UVE
6_SWschecksealstate_13-81-2822—_18-46.txt

Figure 14 03_seal_VE®6 sealed and protocol file
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4.5 Update label(s)

e Replace the SW-label, with installed SW-version on the VE6 in the DK-STM
Subrack.

4.6 Documentation for software update and sealing

The protocol files can be saved for evidence of upload and sealing.

4.7 Dokumenteret slutafprgvning according to AN 656.00
Q4446

o After completion of software update process test according AN656.00 Q4446
are to be performed for each cabin:
o DK-STMis put in DA-mode
o A brake test is performed using a brake test balise.
o Itis recommended to check the SW version and baseline in the DK-
STM DMI in the maintenance menu when the DK-STM shall be put in
DA-mode.

Se AN656.00 Q4446 ref. /1/ chapter 1.5, 4.1, 7.1.1, 7.1.2, 7.2.1 and 7.2.2 for further
information.
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5 MD4 checksum

SW-Release

Product MD4-Checksum

R03.01.00

F71C-CE4A-A606-A9C7-A214-E122-9612-89C1

Table 2 - MD4 checksum

The table shall be updated when a new SW is released.

6 VEG6 BootLoad SW (Firmware)

SW-version

BAB signatur for VE6

R03.01.00

889ba0953140250e3d3f439086d42d50

Table 3 BAB signature for VEG6

The table shall be updated when a new BootLoad is released.
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7 Tools and software

7.1 Hardware

e Service laptop
o Service laptop with latest SW-release packages.

8 Siemens notes

Siemens uses an internal document when updating and installing software on the
DK-STM Subrack at Siemens or when installed in a vehicle.

This internal document, ref. /2/, holds a protocol to be filled when installing the
software on a new DK-STM Subrack or updating the software.

This technical note is based on the internal Siemens programming instruction ref.
12].
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